A Reflection on  Abstract

Modern technologies have significantly penetrated

the Pl‘lvacy and various aspects of human life, to the extent that
the adoption of technology-driven innovations in

C Ollﬁ dentlallty differentsocietiesand systems hasbecomeinevitable.

issues of privacy and confidentiality of health
record information reflected in the legal systems of
the United States and Iran? The conducted studies
indicate that despite the significant and considerable
benefits of implementing electronic health records,
the main challenge lies in issues related to privacy
and the confidentiality of the information contained
in them. Nevertheless, Western scholars, as well
as the U.S. legal system, have adopted measures
to protect these records, including administrative
or managerial safeguards, technical safeguards,
and finally physical safeguards. Despite this, the
Iranian legal system remains largely silent regarding

> ) One of these areas is the healthcare system, which
E Of EleCtronlc has been moving toward the implementation of
g Health Records Electronic Health Records: (EHR.s)..In this regard,
= several fundamental questions arise: first, what are
: [ . . .
= 1n U. S . and the advantages and disadvantages of using electronic
2 . health records? Second, what protective measures
S Iranlan Law exist to safeguard these records? Third, how are
=

=

]
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Abbas Mirshekari N4 security and protective policies governing electronic
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University of Tehran, Tehran, framework addressing this issue. Therefore, the

Iran

X , ) aim of this paper is to answer the aforementioned
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questions, through an analytical-descriptive method
and with a comparative perspective drawing on the
achievements of U.S. law.
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1. Centers for Medicare and Medicaid Services (CMS)
2. Department of Health & Human Services (HHS)

3. Electronic Health Record (EHR)

4. Health Information (HI)
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1. General Data Protection Regulation (Gdpr): ‘Data Concerning Health’ Means Personal Data Related to the
Physical or Mental Health of a Natural Person, Including the Provision of Health Care Services, Which Reveal
Information About His or Her Health Status.

. Electronic Medical Record (EMR)

. Personal Health Record (PHR)

. See: Bomash, 2008, p. 119.

. Interoperability

. Also See: Francis, 2011, pp. 173-174.
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2. The Privacy Act, 1974

3. The Health Insurance Portability and Accountability Act (HIPAA), 1996

4. The Standards for Privacy of Individually Identifiable Health Information, Also Known as the Hipaa Privacy Rule

S.

Security Rules
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Extended Abstract

Statement of the Problem

Health law, as an interdisciplinary field, seeks to regulate the relationships among
individuals, institutions, and the state in matters concerning the protection,
provision, and promotion of health. The increasing complexity of healthcare
services, the development of new medical technologies, the growth of medical
malpractice claims, and the rising importance of patients’ rights have made legal
analysis in the field of health increasingly significant. This article focuses on
one of the key issues in this field and attempts to identify and analyze existing

legal and policy gaps.

Research Objective

The aim of this study is to answer the following questions:

First, what is an Electronic Health Record and what types does it include?
Second, what are the advantages and benefits of using this record within the
healthcare system? Third, what measures exist to safeguard Electronic Health
Records? And fourth, what actions have the legal systems of the United States
and Iran taken to protect patients’ privacy and the confidentiality of Electronic
Health Records? Is the existence of Electronic Health Records mandatory in the

legal systems of the United States and Iran?

Research Method

This study adopts a descriptive-analytical method. The data and materials used
in the article have been collected through library research and the examination of
statutes, regulations, policy documents, scholarly articles, and reliable sources
in the field of health law. Where necessary, a comparative approach has also

been used to analyze the experiences of other legal systems.

Findings

The expansion and integration of modern technologies into the healthcare systems
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of different countries appears inevitable, particularly given the significant benefits
these technologies bring to improving the efficiency and quality of healthcare
services. Nevertheless, the existence of advantages does not imply the absence
of shortcomings. In other words, while the use of technology in healthcare can
produce valuable outcomes, it is naturally accompanied by certain challenges and
risks that should be addressed as far as possible. One of the most important of
these challenges concerns the privacy and confidentiality of medical information
contained in Electronic Health Records. Some advocates of privacy protection,
with the aim of safeguarding these values, take a critical stance toward the use
of Electronic Health Records and, in some cases, oppose their use altogether.
However, considering the continuous advancement of modern technologies,
protecting medical information does not appear to be an unattainable task. It
should nonetheless be acknowledged that the adoption of security measures at
different levels cannot guarantee absolute protection. In any event, although the
Iranian healthcare system appears relatively well provided with legal provisions
recognizing the principle of Electronic Health Records and even mandating their
implementation, there are still no reliable legal provisions specifically addressing

the security and protection of the information contained in such records.

Conclusion

It is advisable that, within the Iranian legal system, legislation in this field
should not be limited merely to recognizing the existence of Electronic Health
Records. Rather, similar to the approach adopted in the United States, a clear
framework should be established to define different levels of security as well as
to determine the categories of individuals authorized to access such information.
In addition, effective oversight mechanisms should be designed so that any
modifications made to Electronic Health Records can be transparently tracked
and recorded. Furthermore, the scope of authority of record holders regarding
the modification or intervention in the data contained in these records should be

clearly defined and regulated through explicit and systematic rules.
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